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Where to Begin With Cybersecurity Implementation 
When it Impacts All Areas of Control

Discover best practices to methodically reduce 
cyber threats from your process.

We have all read about high-profile cyber-attacks. Recent events have made it plain that cyber-attacks are increasing in scope and 
sophistication. Everyone is vulnerable — personally and professionally. Attackers need to find just a single opportunity, and there are 
no signs that the practice will stop. 

What many in our industry may not know is that protecting process control systems from a cyber-attack is not a one-time endeavor. 
Protection must be in place all day, every day and be improved on consistently. Even after cybersecurity improvements are in place, 
each employee — regardless of job title —has an impact on system security.

Therefore, we are on a path together. From now on, control system cybersecurity is not a single project. It is a daily challenge. For 
cyber-protection to be effective, we must pay constant attention to control system cybersecurity measures and how they are 
installed, maintained, and enforced.

Vigilance against Cyber-Attacks 
The effects of a cyber-attack are painful, but they are separate from the pains of anticipating 
and protecting against cyber-attacks. In trying to be secure, many in our industry have 
experienced the expense — both with respect to capital and human resources — of 
calculating and implementing plans. 

Security issues halting operations — Facilities cannot allow security improvements 
to disrupt production or shut down the plant because output relates to profitability, and 
yields must be met. Where should resources be spent: gaining the knowledge required 
to recover after an attack or spending time securing the environment before an event? 
Understanding your options is required for a complete risk assessment.

Compliance difficulties — The operations department must meet customer requirements, 
implement corporate mandates, and adhere to industry standards related to cyber security. 
But if the group does not have expertise, they lack understanding in implementation. All 
these activities cost money with no immediate visible or tangible return. 

In developing and implementing tactics, sometimes Information Technology (IT) policies 
do not make sense in the operations environment. And when the corporate IT group 
follows standards, they might not take into account operation’s needs. Operations wants 
continuous production, while IT does not face the same uptime goals. 

No in-house expertise — Obtaining and retaining the right cybersecurity knowledge  
is difficult, especially if the company culture has other priorities. A culture change is required 
to embed cybersecurity into everyone’s job. Few people have time to add to their regular 
responsibilities, plus cybersecurity is a new combination of expertise areas.

Emerson’s Cybersecurity Solutions Help Improve  
Operations Performance
While it is possible to strengthen process control systems and reduce risks, no 
organization can guarantee security. Everyone wants cybersecurity, but there are no 
easy solutions. Cyber-threats, viruses, and malware evolve fast. Our countermeasures 
must evolve as quickly. Emerson’s cybersecurity strategy simplifies the process into a 
continuous three-step process: assess, solve, and improve.

The cyber assessment forms the foundation of the action plan 
and determines the hardware and software solutions. The 
cycle continues to improve cybersecurity posture until the 
customer’s risk tolerance is achieved.

Maintain Production 
Emerson has developed a cyber assessment to determine 
system vulnerability to a potential cyber-attack. The cyber 
assessment highlights potential blind spots, prioritizes issues 
to be mediated and addressed, and suggests improvements. 
Through this assessment, resources are freed up to do their jobs 
while increasing reliability.

As the requirements for cybersecurity have evolved, Emerson’s 
internal processes for developing and securing the DeltaV™ 
distributed control system (DCS) have also evolved. Each DeltaV 
version delivers improved cybersecurity features; continuously 
upgrading your control system ensures greater security 
throughout your plant lifecycle.

Emerson solutions are built for purpose so you can continue 
to be measured on output and profitability while your 
system is protected. For example, the DeltaV hardened 
workstations are defined based on industry benchmarks and 
operational system recommendations so that only specific 
services and communication ports are enabled. Disabling 
USB ports is a good example of best practice that can be 
considered to avoid cyber-attacks coming from possibly 
infected removable media.  

Emerson’s expertise helps ensure your system is designed, 
implemented, and maintained more securely. Solutions 
and services deliver a defense-in-depth strategy to secure 
your critical infrastructure. DeltaV features such as system 
hardening, network lockdown, and intrusion prevention drive 
system availability. Plants, therefore, run as designed with 
fewer disruptions.

Recommended practices can be put into place to dramatically 
reduce cyber-threat risks. In case of a cybersecurity issue, there 
are processes ready to help reduce downtime, such as the Backup 
and Recovery process which help customers recover workstations 
and servers quicker than reinstalling everything from scratch.

Meet Internal and External Requirements
The most effective plans must be tailored to each company’s 
situation and budget. When cybersecurity plans are tailored 
to the situation and are guided by industry standards, the 

result is a cost-effective solution that fits within production 
schedule and business priorities. 

Cybersecurity standards are growing in number and complexity, 
and corporate IT standards are increasingly pushed to the 
control system layer. Emerson simplifies the deployment of best 
practices to enable alignment with both emerging standards 
and internal policies. Emerson continuously updates and 
publishes DeltaV System Security best practices as the threat 
and standards landscape evolves. 

Whether securing new or existing facilities, best practice 
alignment begins with the cyber assessment. The assessment 
results paint a picture of gaps in your attack surface, leading 
directly to best practice solutions with DeltaV hardware, software, 
and services. When an audit procedure is created, Emerson works 
with the IT department so they understand and approve it. In that 
way, the compliance plan meets both operations and IT goals. 

Develop and Grow Expertise
Very few organizations have the expertise to complete a 
cybersecurity assessment, plan, and implementation. Working 
with Emerson allows you to leverage global expertise to 
develop and grow your internal processes and knowledge base. 
For example, Emerson’s securely layered reference network 
architecture can be used as a starting point to create or adjust 
internal guidelines or processes. Moreover, secure remote access 
can be achieved by using built-in features without exposing the 
control system to unauthorized outsiders.

Emerson’s expertise and best practices help to drive standards. 
We share expertise with our users to encourage their in-house 
knowledge and experience with the system built-in security 
features, such as smart switches and firewalls. 

Emerson Can Strengthen Your  
System’s Cybersecurity
We invite you to contact us for information about this critical 
and ever-changing topic. From the initial assessment through 
implementation, Emerson helps users reduce their staff-
expertise requirements and can assist with training and support. 

“There is a global cybersecurity 
labor epidemic. More than 

200,000 U.S. cybersecurity jobs 
are unfilled. The cybersecurity 

workforce shortage is expected 
to reach 1.5 million unfilled 

positions by 2019.”

— Forbes: The Business of Cybersecurity  
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Emerson’s Cybersecurity Management is a complete solution that fosters a  
continuous improvement and maintenance cycle.

Learn more at www.emersonprocess.com/operationsperformance


